@ tenable SOLUTION OVERVIEW
TENABLE APPLICATION SUITE FOR SERVICENOW®

MANAGE YOUR CYBER EXPOSURE WITHIN SERVICENOW

BUSINESS CHALLENGE servicenow.

The threat landscape is continuously changing and organizations are constantly
struggling with understanding the full picture when it comes cyber risk for their

converged IT and OT assets along with elastic cloud environments. The communication

and tracking of work between security and IT teams is often limited due to the lack of T E C H N 0 I—O GY
having a centralized system to identify the most critical vulnerabilities. This hinders the

ability to effective manage the remediation workflow process to stay on top of complex C O M PO N E N TS
threats and growing security requirements. Without a way to manage and centralize

these processes, organizations are at risk with slow response times that ultimately + Tenable.io, Tenable.sc 5.7 or
increase their cyber risk. Tenable.ot 3.11

SO LUTlON . Tenable Connector

« Tenable for Assets
The Tenable® integration with ServiceNow® offers best-in-class security by combining

ServiceNow's industry-leading security orchestration, automation, and response . Tenable ITSM

engine with Tenable’'s market leading Cyber Exposure platform to effectively automate

remediation response based on cyber risk. The integrated solution provides a cohesive » Tenable for Vulnerability Response

platform for both IT and security teams to streamline the vulnerability management, . ServiceNow Paris, Quebec or Rome

prioritization and remediation of your converged IT/OT and cloud assets.
» ServiceNow Domain Separation

VA LU E (Optional)
The Tenable suite of ServiceNow apps provide:
« Tenable Connector: KEY BEN EFlTS

A simple standardized library to configure how to connect to your

Tenable platform(s) « Respond quickly, reduce errors
through automation and orchestration

- Tenable for Assets: » Closed-loop remediation via targeted
Bi-directional Asset Syncing between Tenable Platforms and ServiceNow CMDB llogscalls

« Reduce risk, exposure and loss

« Tenable for IT Service Management: by prioritizing the most critical

Bring Tenable Critical and High Severity findings into ServiceNow as incidents to vulnerabilities to fix first

tart buildi t kflow/ . . . :
Start bUliding out workriow/process » Improve operational efficiency with

coordinated response across IT and
« Tenable for Vulnerability Response: security teams

Bring all of your Tenable findings into ServiceNow Vulnerability Response and A
« Scale processes via parallel, repeatable

and measurable workflows



ABOUT TENABLE

Tenable®, Inc. is the Cyber Exposure
company. Over 30,000 organizations
around the globe rely on Tenable

to understand and reduce cyber
risk. As the creator of Nessus®,
Tenable extended its expertise in
vulnerabilities to deliver the world’s
first platform to see and secure

any digital asset on any computing
platform. Tenable customers include
more than 50 percent of the Fortune
500, more than 30 percent of the
Global 2000 and large government
agencies. Learn more at
www.tenable.com.

ABOUT SERVICENOW

ServiceNow was started in 2004
with the belief that getting simple
stuff done at work can be easy,

and getting complex multi-step
tasks completed can be painless.
From the beginning, ServiceNow
envisioned a world where anyone
could create powerful workflows

to get enterprise work done. Today,
ServiceNow's cloud-based platform
simplifies the way we work through a

structured security response engine.

ServiceNow Security Operations
automates, predicts, digitizes, and
optimizes security and vulnerability
response to resolve threats quickly
based on business impact. Reduce
manual processes and increase
efficiency across security and IT
teams. ServiceNow is how work gets
done.

Learn more at servicenow.com

Otenable

COMBINED SOLUTION

servicenow

SECURITY OPERATIONS

ITSM/ITOM CMDB VULNERABILITY | CONFIGURATION
(ticketing) (asset tracking) RESPONSE COMPLIANCE

TENABLE TENABLE
FORITSM FORVR

TENABLE FOR ASSETS ]

I

TENABLE CONNECTOR

(Otenableio (Otenable.sc ()tenable.ot

The diagram above shows the relationship between the Tenable Suite of
ServiceNow Apps for Vulnerability Response, Ticketing (ITSM), Asset Tracking (CMDB)
and theTenable Connector.

This image above shows a vulnerable asset within ServiceNow that contains
vulnerability information such as risk rating, risk score and the Tenable Vulnerability
Priority Rating (VPR).

MORE INFORMATION

You can get the latest apps here: store.servicenow.com

Installation and configuration documentation: docs.tenable.com

For support please visit: community.tenable.com

Watch Tenable Apps for Service Now — Value Overview on YouTube

Case Study — Fortune 500 Qil & Gas Company
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http://www.tenable.com
https://store.servicenow.com/sn_appstore_store.do#!/store/search?listingtype=allintegrations%253Bancillary_app%253Bcertified_apps%253Bcontent%253Bindustry_solution%253Boem%253Butility%253Btemplate&q=Tenable
https://docs.tenable.com/integrations/ServiceNow/Content/Welcome.htm
http://community.tenable.com/s/
https://www.youtube.com/watch?v=p27aGEGrurc
https://www.tenable.com/case-studies/fortune-500-oil-gas-company

